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(57) Abstract 

A network system of pro- 
grammable fixed posidon nodes 
(20) and movable tag nodes (I) 
provides direct intcr-node commu- 
nication capability. The individ- 
ual nodes are pxc-progianimcd to 
recognize external environmental 
conditions and to logically act on 
the basis of recognized condition 
paramecen, and to communicate 
with other nodes. Each node com- 
prises an IC (2) having three inde- 
pendent processors (3, 4, 5) which 
share a common memory (7, 28) 
and control circuitry (6. 27} but 
have separate sets of registers, A 
first processor (3) provides media 
access control and coromunicadon 
between the nodes and includes 
transceiver elements (9, 36) for re- 
ceiving and transmitting informa- 
tion. A second pocessor (5) rxms 
code written for the particular use, 
as well as the ovoall operating 
system, which is provided with di- 
rect linkage to i/o means (11, 31) 
for initial proccsuag based on en- 
vironmental conditions. The third 
processor (4) linb the applications 
processor (5) with the communica- 
tion processor (3), and handles network variable processing, addressing, etc. The nodes provide an indcpcndcndy operable overall network. 
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Electronic Control System/Network 
FIELD OP THE INVENTION 
This invention relates to systems for «hHo.^ 

purposes. "Pioye. and n.cerlal trscklng 

BACKORODMD OP THE IHratrriON 
Uhile .any sys«.s have been developed and patented for oh, 
People identlflcarlon and location, those systems have oniv " 
.now data to .e read .to, an encoded Identkatll . " ^ZJZ T " 
prosra^ed on the ta, ,read.„lte .ode), hut „„1, m J,,^^ 
interrogation hy . reader. Additionally, these syst..s have al.„st 
variably r.,ulred the use of a centralized datahase or centralized 
processor. Exafples of such systems Include Electronic Iden-lfic.r, , 
(4,937,581 and 5,132,687) and Portable FI.l,. "'"-^fl^tlon System 

proto „d therefore method for Identifying tags, such as Blec ^l^ ^ 
Identification Tag Interrogation „ethod (5,266,925) aU of -h 
e^entlally been memory storage units „lth UmUed'^s "Lll^b":; 
They have not been able to operate or react Independently, based on 
environmental conditions, In any cognitive logical manner. Pcrthermore even 

et:eeT: ^""'^ "° »^ ' 

p™?!: """""" ^ — 

orozr M " °' """" " • -"ork of 

programmable nodes with each having the ability to respond to sp.clfl 

preprogrammed external enviror„e„tal conditions .„d to communiclte „1 h oth 

alerang the system of a particular condition. 
^ It is a further object of- the present invention to provide each node i 
^ — - -^ware ,ivin. the'nodl L " ^ 
make decxsions independent of a central processing unit 

" 7^^- the present invention to utilize the decision 

n W.ns capabilities of each node to determine the appropriate distance for 
each transmission in accordance with the context of the message 

IC is a still further object of the present invention to utilize the 
network for object .onitoring and location including identification in 
various applications. 

It is yet another object of the present invention to provide a network 
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for monitoring various parameters including external conditions. 

These and other objects, features and' advantages of the present 
invention will become more evident from Che following discussion and drawings 
in which: 

SHORT DESCRIPTION OF THE DRAfflNGS, 
Figure 1 is a block diagram Illustrating the node tag components; 
Figure 2 is a block diagram illustrating the Fixed Position Node member 
components ; and 

Figure 3 is a schematic of the placement of tag and Fixed Position 
Node's (FPN's) for monitoring of objects or people and for identification, 
location, and other condition evaluation of such information. 

SUMMARY OF THE INVENTION 
Generally the present invention comprises a method for location and 
identification of objects and people, the monitoring thereof, and of system 
relevant parameters under situation conditions, and a method for controlling 
these situations. The present invention further comprises a stand-alone, 
parameter monitoring and evaluation system and a location and identification 
control system comprising two or more active operation nodes, with at least 
one programmable, movable identification and processing tag node or at least 
one programmable fixed position node (FPN) . The FPN's. are in known fixed 
positions and the tag nodes are movable, relative thereto. The relation 
between the fixed and caovable nodes (i.e., the movable tag node relative in 
proximity to one or more fixed nodes) provides the location function. All 
nodes are initially provided with identification coding indicating where each 
25 node will be installed and who or what it is monitoring. The movable tag 

node is also programmed, where applicable, to monitor, store, change, and/or 
process environmental conditions in its varying locations. 

The nodes each comprise means for direct inter-node communication and 
means for decision making capability, without a central processor. The tag 
nodes further comprise neans for responsive communication to other tag nodes 
or an FPN via wireless communications. 

The individual nodes (both movable and fixed) include an integral power, 
source, such as a long term battery for the movable nodes and a hard wired 
power source for the fixed nodes. The nodes further comprise microprocessor 
35 and memory elements which are pre-programmed, where appropriate to the 

application, to recognize external environmental conditions and inquiries and 
to logically act on the basis of recognized condition parameters (received 
via i/o means), and means to communicate with other nodes for total or 
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P.«UI necork acuon, e.^. via t„„ceiver / 

Via virelas. transceiver < . " °^ 

...» and is ralatad to the .eaaa.e b i ■'croproo.aa.r 

envir„™e,tax eo„aiti„a in..! t t^i "a^:.rrT" ^ ^ 

interaction .to. otHer noae" tj': T"" "'"'^ 
"e«ns. as ^roji attached l/o 

Ea<=li tag noda and FP» is identified v.rh 
u„i,ualy addressed and identified Each"„oV ""'^ " 

Circuit, operativel, controiied thereh. ^ e e liT:":" " ""^''^ 
independent .icroprocessors vhich .H """""y >»'ln8 «t least three 

but .ith separate a.ts of resistors " ' """^ """"^ ^'"""'y 
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.icroproHr'oTcT" '" ^^ ^"^""^ « 

includes li .; to -'^'^ >nd ■ 

i-o^ation Bet„een the nodes Uu:: i;:: ::rC 

or FPN to FPN). T ^ ™. inter- tag, 

ir - ™= code „itte. ' 

direct iinxage to i/. „eans for i^ i ia Ice 

co-itions. as ,repro,_ed, and 1 hlT III rf"" iT" " ' 
^n. receipt. .^pU. of input „eans include . ; „ i^i „ T"'"" '"'^ 

as a tenperatura gauge etc Fv.„ , « condition sensors such 

=ou„<. alarns. and the iiL ' ""^'^ '^"^ ^° "^P^^^. 

The third microprocessor, a net»ork CPU links -h, , , ■ . 
vith the co„„„icatio„ CPU, .„d handles net^o:^ r sM pr """^ 

-dressing, transaction processing, authenticatio e- o k T" 

Che like. ^<^^^on, neci^ork management and 

^ource, provide ZZl jZtT T'"''" 

Of operation z::::::::^::^'' -"-^ ^ . 

control of prepro^«mr„.H • entifxca.ion, ooni coring and logical 

preprogranuned environmental conrf-t f-i^^,. j -. ^ . 

With external inquiries for =°"ditions and logical interaction 

-lude e.pio.ee\:::::r:it::n~^^ t''- 

locating doctor, and equips witHin Z^.^ Z^^^^^'^ """^ 
^nd inventory location and n . . "^^Pital. pa..en. monitoring, product 

factory aut . P"^--^- monitoring within a warehouse or 

factory, automated time and motion snurifo. 

the like and tn.l ^ ' '^^"^P^" ""onitorlng and 

e. and includes security applications in university settings and in 
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monicoring unauthorized entry in secure locations and .onl. . 
conditions of perishable Inventories. ' '"onitori-ng temperature 

The Individual nodes provide intelH.r»„. 

5 control, ta, „o.„ pro^ra^ed „1.H .Luri^ Wz """'^''^ 

"""" - .a, „o^. retain x„c!L?: T 

prooaas profilaa of a^lo.aa habits and ape^ a" T"""""" 

.paolfU „a.. f„„„,.„3. p.o^a.„ Ho a j"' "'^ 

- .0 .a p„oaa.n. and _„.a.on powar I^^^ 

r::::::r ^^-^'^ - - - ---^ zio. oan 

Tha prasant Invantlon further comprlaes spaciilc utill,.^^ . 
natwor. ayata. for application in hoapita; facLrv and ^ " 
~„ta, a .ivarait. aattin. a! .ai^ ^ ZZZ ZtZl i 

mxziZB »Es™>. CP THS ^J^J" "onitorln,. 

Identification application vith tha „.e of app„p.ia„ ".t:'" """'"'^"^ " 
aacond .icroprocaaaot (application CK,, „d i^ul/ll! d °° 
tha .ieroprocaaaor and appropriate „at!or. col^ .In T"" 
.ioroproceaaor (netvork CPU) . "iS"r.tion to run on tha third 

Tha conununlcatlon and Intarconnaction (wiralaaa or , , 

«ora than o„a PP„ noda cra.taa a ZrT ' 

co.hinad into ona i„ta.ratad circuit, aa d.scrihad aW rr::"::"": ' 
^pacifically include tha .Neuron. 3150 intasrated oircui ' Z 7 
Hotorola and Xoshiha. vhich ia preferred for use a h e" :!:"''':' 
in thaaa intesrated circuits, tha firat .icroproceaa r col T ' 

deaoribad above) handles -h. Proceasor (comunication CPU, as 

«M.). The sa iriT (predictive p-peraiatent 

; The second «icroproceasor handles the application code. The final 
«i=r„proo handles netvor. variable procesaI„s and net„or. .ana el , 

each i e :? ""^"^^^ »icroprocaaaora 

Integrated circuit contains a unique 48 bit ID, stored In raL-onlv 

--ry, Which facilitates nacor. addreasins and identification In 
accor ance »ith tha prasant Invention, a ta, noda raceivea a .esaa fro. an 
FPN or other tag noda which contains the ID number of the nod. . v / 
~ an intalll^antly directed response only to the aendln '„ ^ 
Hessagea between different ta, nodes and FPN' s .ay be effected by using 
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Chat j J ' •> Che sending node .o W 

becomes available, it i.: . , network as it 

order to ,ao. sufficient eppXlcatlon cod. e„d dece ..ore 

'0 : =i::c:r-— ce..:::-.. . 

the exu„„ce of „e„or,c v„Lus vlh n °' 
ot FPN) CO be speclficelly bound": . """"^ '"^ """^ <"S 

5 In eddlcion to the II ""'"^ °' -oO'. 

power .ource <for r/ld! ^7 Vr'^ '"^ " « 

teceiver) certain inpuc/oucpuc (I/oT'dev i e ZV"""'""" 

to-unicacions Un. between the node end che re c P"-"" e 

comuaicate „ith FPr s or other t... K , -'tuork. lags 

" provide non-contact coJu at ns ' : " u"'""" 

"."o., part of the network „ith .T' " ""J"" ""Pl' 

"o'P-e .one-. . rangTLi b Ir c""'"""' ""^ "'"^ ' 

J, •auitaoxe tor communication tv,» • 

distance is varied h^«»^ u ^cacion. The capture zone' 

Place^ent or t; Z .'"T °^ - -"nn. 

relative locatUn of ^he I " ™ 

acxon of the tag node. Suitable vireless tr.nc . 
available from Motorola (R-net) UHU transceivers are 

nec;, Ucilicon, and Telxon pdm* 
interconnected using a twisted pair virin sche. ' 
link power solution, or the like JoT • ' ' "'"1'"- 

the tag or FW s such as . ° '""rface to 

o-r sensors en^ rll: hTLV: 7 --'^ " 

in operation, co^unication tZ^^ X:^:^ iTb"", 
message transfer, as exemollf^oH k v . "^'^ "P°" * 

In th. , ^/ ^'^-^Plified by the following interchange: 
In the sending node, the applications CPU decides .ba . 
inputs, etc.) that it needs to send a mess.. 

communicate certain in^ • "^^^^^^ to 

-ich the ap iltL tl^^ "'^^ " ^ — -^ 

-cry shar b e: h n^tT """^ ^ ^ 

ecween the network and application CPU's, i. 



an application 



wo 97/17683 



PCr/US95/14376 



3 



buffer) the v„ieble i= transferred by the netvork CPU to e „.;„„k buff 
The network CPU then .odUie. the ...ery to Include other infoZl . 
.^.reee <to end fro.), end .„y ,pee..l hendXin, " 
euthenticatlon. Addres.c, of the nod., of the ey.to. t K. ! 
«„.,e. ere be.ns .»t, „. .tored In .e.ory . : t ' . \„1 , 
The eo™„o.t.o„ CPU .on.tor. network coJI.o.t.on Z.ll TZ T' 
ehennel U cl.er, .t „hlch ti.o It tre„e„lt, th. .ea.e.e out - 
through th. trenet.,.er end v.. ,edU euth „ tw.„ e ^ .r : dV^"" 

r.,uency, etc. The elsorlth. used to determine when a .e J!,:", bet 
i» predictive p-persiate„t OSHA. * ""^ 

The message travels along the network until it Is attenuated by the 
.adia to the point that is unrecognizable as a valid ^essa^e. Only L,e 
nodes that are within the defined reachable network area (i.e. basL I L 
Characteristics of the transceiver) will- receive a' valid message 

wher !h """^ ""''^ 'V'"'"'" '^^ "anscelver, 

where the message is transmitted to the coimnication CPU Th. 

CPU ... .ece...e3..e riLT.::;—? 

is scored in ics network buffer. The network CPU. knowing thac a .essa^: has 
been received, decodes the message to check whether ^h. 

for r>,.^ « ^ -r. Whether the message was intended 

for tha node. If not, it is discarded. If it was. additional checking' or 
processing is performed, if necessary, e.g. authentication and 
acknowledgment. The new value of the network variable is extracted and 
passed via the application buffer back to the application program of the 
application CPU. The program then uses the new value in accordance with 
parameters of the specific application. 

With respect to all of the nodes, there is a range of operation or 
capture 2one wherein a tag in such zone can communicate with other nodes 
The range varies with the particular application, as well as the type of' 
-ssage being sent. For example, in an employee monitoring application, a 
capture zone for an FPN that is monitoring employee security levels is 
Umited to an entrance or a single room. Additionally, if the FPN is looking 
for employees chat wish to enter the door., it sends out a seek- tag message to 
reach the only entranceway of the door. If the FPN is attempting to 
determine the names of all employees in the room, the message would be sent 
out a distance that covers the entire room. For optimal operation, capture 
zones Of various tags or FPN's. of usual circular configuration, may be 
slightly overlapped to insure complete area! coverage by at least one node 
Receipt of location feedback from two or more FPN's, automatically more 
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In addition, in some applications, it nay be desired t„ 

5 ..y ba attached to the natvort to vla„ and cha„„ Irfor^tioT t 
.hlch U .a authotaad to acoaaa and .UH wUc. u " ^ 
network conmamicatlona. ' °^ achieving 

With .ore specificity, In an employee monitoring and access control 
Example 1 . Security .„d Tl..„rd application 

Eoployeea carry or wear tags which are progr.«..d In ne.ory with 
information vhioh includes ..ploye. ide„clfl.«, 

employee's ne.. . , "endflctlon means, sp.cificeUy the 

1= employee's HZ L « "™ """^^ »^ 

pioyee s time in, elm. out and the «.ount of time ec the 

..e.. total time wor.ed (presumably, . 4is Wtion 1 ..Z Tpr iT 
means for locacin, specific employees. r„rcher. for security "pi e" ' 
cass contain the employee's s.eu,1 , , epPlications . 

Of the employee's thumhn il «l"tro„ically stored version 

Pioyee s thumbprint, a security FM number, etc. Security 
clearance, as used in this context, either specifically details or der • 
^Klch doors (and therefore areas, the employee can entL.Tl": tteTanT 

FPN'a are placed throughout the vork place, with preferably at least 
one par room or area to be monitored, as veil as alonj haUvays, and at entry 
. 2 '-^-e- ."ad employee parking lots. Kol at th e t^ 

nd exit locations constantly send out .see^.tag- messages, tags receive 
this message and respond with their security level, in order to determine 
vhather the employee Is authorized to enter. When validated, which Is 
achieved either by correct sec>.ity levels on the tag or by the use of a m, 

™ output means causes the door to open for entry. However, should a 
group of employees enter at a single time with a single validation to open 
the door, all tags are still .verified. A security alert is generated If any 

IniT "r';''"'" --1°^" °- -^"i-O for entry. Actual 

"onltoring of tag use can be checked by employees, where employees must 
ensure that no one enters a door without a tag or by coupling the FPN to a 
motion sensor input device to sense an entry without a corresponding tag 



As the tag (and therefore employee, is granted access to enter the 
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building, the tag receives and stores messages from the FPN and in turn 
stores entry time and location in its memory. As the employee leaves the 
premises, an FPN located above the exit doorway, which also constantly sends 
out "seek- tag" messages, contacts the exiting tag with exiting time and date 
5 information. The tag calculates the total time worked (i.e., defined as 

total time within the workplace) and then passes the calculated value to the 
FPN, This information is stored and then used for payroll or other employee 
evaluation purposes. 

Interior doors and areas are held secure through the same methodology 

10 as the exterior passageways. Tags can be programmed to have different 

security levels based on time of day or based on usage. For high security 
applications, the tags have employee photographs laminated to the case for 
visual inspection. In addition, unique biometric information, such as an 
image of the employee's thumbprint, is stored within the tag's memory. Upon 

15 an entry request, the employee uses a thumbprint reader to scan his or her 
thumb. The image is processed and compared^to the stored image on the tag. 
A match causes the entry door to open. If not, security is alerted. In 
addition, other biometric information can be stored on the tag, such as 
retinal scan, etc. As a backup, the tag is loaded with personal data of the 

20 employee, and randomly presented questions regarding such data are put to' the 
employee and answers are entered via a local keyboard. A correct answer 
permits entry. 

To continually control building access, tags are initially programmed 
with termination dates. On a monthly basis, tags consult a validation node, 

25 a node which stores current security validation levels, to compare current 
employees and their clearances. Tags of terminated employees are 
deactivated. Subcontractors and visitors are provided with tags with short 
term validity of appropriate clearance. When modifications are made to a 
tag's security level, which can be upgraded or downgraded as appropriate, a 

30 message is sent out to all FPN' s to locate the tag. Should the tag not be 
present in the premises for validation or different revalidation, the new 
parameters are stored in memory of each entry FPN for a month or until the 
tag is brought within appropriate range and is modified or deactivated. 
These changes are then updated in the validation node. If the monthly time 

35 limit expires, tags are automatically deactivated and can then be reactivated 
by the security office and the changes made at that time. Because of the 
communication link between the tags, the FPN' s , and the validation node, 
changes to tags are made automatically without the necessity for collection 
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and return of tags. 

simultaneously, thev »r» n„r .71 , ' doorway 

y. uiey are not ALL required Co Indivlduallv aotlv.l„ 
their badges) . With r.,„,x . ' actively valldace 

6 ^y. wicn recordation of moveaenc of ^^rh r^^^i 
location is known at all ti.,, f " °^ =»ployee, an e-^loyoe's 

wn all ti.es for »onltorIns and two-way paglnf. 
Since each tag is encoded with a „ni,ue Identification Jker such 
employee na.e or employee 10 n^her. the tag can he utilised to w t 
employee or a group of employees within the wor. are. (or a doctor .i h n a 
o Ital etc. An ™ is accessed through its i/o port with entere 
^» loyee identification (name or 10 nu.her) and generates a locate message 
^e locate message is transmitted to all of the PP». . which then make 

lite" : " " - «-v.„t area The 

oca d tag acWledges receipt of the nes's.ge with an indication of 
location to the sending ™. 

wearer rep-ArrfirtrT f-v^ j r i-c*^ axercs the 

regarding tha paging a„d/or . nessage on an LCD view screen dl„l 

are loca Ld tap!: " 

other relevant " " ^ "^-^ " " any 

is reathirfi":::""' " - - - ~ — 

stored • . "* *"■' '"^ mton^atton 

storea that node.s memory. An exa.pl. of thi. „p.MUty is the 

roUowmg: software running on .uch an K: nod. allows .anagers to view th • 

emp^yee.a locations, it additionally .Uow. . ..ager to^o.p le c i s 

o. their employees- wor. h.Hts. A validation node. .„ example HI node 

contains all aecurity clearances and a nenag.r or other secu ity pars ll 
an v w ^^^^ ^^^^ ^^^^ ^^^y ^n^ 

h fore, hy accessing the network, has a list or his/her employees and 
.heir Clearances. Additionally, accounting soff^re Is contained on an 

ccounting HI node which receives inf oration f„c the tag nodes to keep 
t-ack of time worked (based on entry and exit times), which may he 
accumulated on a weakly/monthly basis, mis infomatlon is then used for 
payroll purposes. 

The following are further specific exa:cples of ucilization of the 
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present invention in the euvironn.ents of a hospital, manufacturing facility, 
cargo transport, and a university: 
Example 2 - HOSPITAL 

Tag nodes are worn by doctors, patients and other hospital personnel 
and may also be attached to crucial movable equipment for various functions 
related to monitoring, identification and location. By tracking the location 
of each tag. the system provides security functions allowing only authorized 
personnel in restricted area and also limits the use and movement of tagged 
equipment. 

Though most patients are in a fixed position (a hospital bed or 
surrounding environments), patients with a tendency to wander can be 
monitored. By consistently monitoring doctor and patient location, incoming 
telephone calls can be directed to the phone nearest the doctor or patient 
and can also thereby function as a two way paging system. In one embodtmenc 
the tags are provided with information inputting keypads to permit 
information to be remotely transferred to^other tags, including the people or 
equipment to which they are attached, including a specific doctor's patient. 

In an emergency situation, patients or nurses activate the tag, such as 
by a push-button to immediately call the nearest doctor. The system can make 
this determination by polling the FPN' s that are closest to the FPN which 
receives the distress message. Similarly hospital personnel can locate the 
nearest equipment, such as an EKG machine by keying in a code for such 
equipment. A view-screen informs the requester of the nearest location of the 
machine. Patient history stored in the memory of a tag is immediately 
available to an attending doctor. Patient prescription information or 
feeding schedule is similarly available in memory to enhance accuracy and to 
alert personnel when dosages or meals are missed (a nurse's tag sends 
confirming messages to a patients tag as a drug or meal is dispensed) . Lack 
of confirming messages cause the patient's tag to sound a warning and the 
appropriate personnel's tag is notified. 
Example 3 - HANUFACTDRING FACILITY 

While the system can be utilized as a time card system, two-way paging 
device, and employee tracking means, it can also be used as a production 
control and cost accounting tool, with the tags worn by the employees 
automatically keeping track of their entry and exit times and tracking their 
use on specific machinery or on certain jobs. i.e. productivity. Tags on 
inventory and work orders throughout the production facility monitor usage, 
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inform planners of quantities and locations, and monitor jobs .throughout the 
production process. 

The employee tag is used for measurement of employee's use of machinery 
for output and time to evaluate employee performance and track labor costs 
5 (i.e. which employee worked on which workorder for what amount of time). In 
this mode, the tags communicate with FPN' s attached to the output of the 
machinery. The machinery, which identifies the employee using it, is 
automatically customized to the user's needs, such as for accommodation of 
handicapped personnel, or customization for a particular work order's needs. 

10 Tags of specialized dimensions with imbedded keypads are attached to 

work orders and routed to appropriate work stations to monitor stages of the 
production processes via i/o means, yield data is entered onto the tag, for 
comparison to formulas perfected by industrial engineers to optimize internal 
and external quality, which are stored on the tag. This data can be used to 

15 determine the routing of a work order. Failure rates or large deviations 
indicate a process which is out of control and a supervisor is immediately 
notified by the tag via the previously described communication link or by 
direct inquiry of the tag. 

By monitoring the time spent at various workstations', as well as by 

20 storing information regarding the specific employees who worked on a worl; 
order, costs can be assessed and quickly and accurately associated with k 
particular work order. This is accomplished when tags associated with 
employees communicate with tags associated with work orders which both 
communicate with FPN' s associated with machinery. In addition, the status of 

25 a workorder can be evaluated real-time. 

The tag is also useful in monitoring inventory location, quantity, age 
and environmental conditions. Location of inventory is accomplished by 
methods similar to those previously described with respect to employee 
location. The tags are initially loaded with product, source, or other 

30 identification information and a summation of all the tag identifications 

serves to identify particular items, and also provides information regarding 
inventory quantity. The tags are initially encoded with a date which is ■ 
later utilized in determining age of the particular item of inventory, 
thereby facilitating use of the FIFO method. Appropriate gauges attached to 

35 the tag i/o means provide proximate environmental conditions, such as the 

temperature at which the products are being stored or to which they have been 
subjected during storage. When inventory is issued, the data is entered 
directly on the appropriate tag with the parts. With pre -determined 
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parameters., when Wntories fall below sec levels th« - - 

When a production line goes down, or when urgent i.. 

. ^'^'^^ the tag significantly increaL: ef i 

J EMmola 4 . ru^.^ ^. "=rea»es efficiency, 

•"pie Mrgo traiuporc nonltoring 

Bid, c«rjo trenspcrt, cass era attached to trains „ ^ 
with .totad l„£....ti«„ , • or c=„tal„.„ 

currant Uoatlan. ate. Car.., creating Z :Uct onU U /nVr'"""- 

"Sa than c.«^c.t. Ucatl.n and status at .at In/ , 

l«etl»„ t, raadsld. or tr.c,=slda, fl«.d locat" T^TZl'^" 

pro.r.™.d to provide re.l.tl„. „„.^,,„„ .r,,.^^ ^ 

car monitoring and the like. ""acion, refrigerator 

Registration information is stored on tags for truck, f 
wich weigh-in-motion sensors to store weight etc . 
.unnel authorities with KP. s can read t.! ^ ^ ^r:::.""- 
trucks Without the necessity for stopping^ trucks Xf d T 
input lines on trucks or other vehicles, can be TinL o 7"' '''' 
odceters. brakes, or fuel gauges etc to / -Peedometers . 

performance. . ' ' ' '° '^^^^^ -^icle 

Example 5 - University Identification and Security Card 

In a university or other campus setting. FPN' s are distributed " 
throughout the facility to receive alerts frnm . 

V ^ ^c^cive aierts from persons wearing taps u>,«r, 

button on the tag is pressed, the FPN' s in rh. 

f^on, ^''''^ receive the alert simal 

the ta, and triangulate the erea to determine the specific Iocs 1 
trlangulatlon Is atco^Ushed hy the ™ „hlch recelL the I r s T 
ISna co^icatm, .1th these around It to determine .hlch ones have 

CO a HI node at the closest security center a 

tuticy center. A return confirmation simal 
sue « dlhle tone on the tag confirms that help Is on the .^T' 
a^tWI unction that Is attained h, usln, the s«.e ™ ,rld Is a .^uard. 

rdu^tirs" « - 

other uses for the tag Include storage of student or e„plov.e ID nu.h.r 
and u^verslt, account Infor^tlon. This account Information ca.Ld 
n-ca.pus purchases, and Uhrary transactions, etc. Students can us. 

access will ha ell.rnated by using the authentication algorithms 

The triangulatlon function, descrlbad above can be readily ucUltad 
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with other applications to specifically locate items or people as required by 
location input from two or more FPN's. In .this aspect it is po_ssible to 
provide the FPN's with variable communication ranges (based on power output) 
to permit extension of range zo more effectively use the triangulation 
location, where only one FPN is wichin the "capture zone". 

DETAILED DESCRIPTION OF THE DRAWINGS .AND 
THE PREFERRED EMBODIMENT 
Referring first to FIG. 1 there is shown a block diagram of the basic 
hardware components associated with the tag 1, the control device located on 
an object, in accordance with the present invention. The tag 1 includes an 
integrated circuit 2 with its three (3) microprocessors 3, 4, and 5, and 
their associated firmware 6. Included in the firmware 6 is the general 
communications protocol and the specific application code and specific 
network configuration for the particular application. The firmware 6 is 
stored in both on-chip nemory 7 and off -chip memory 8. The integrated 
circuit 2 is also coupled to the wireless^ transceiver 9. The wireless 
transceiver takes a digital signal from the microprocessor and converts it 
into an electromagnetic signal which is then transmitted via the antenna 10. 

Additionally, the .antenna 10 receives electromagnetic signals which it 
passes to the wireless transceiver 9. which then converts these ^ . 

electromagnetic signals to digital signals which are then passed to the ; 
integrated circuit 2. 

Each tag 1 is powered by a long life battery 12. Depending on the 
particular application of the system, the integrated circuit 2 will have 
various input/output (I/O) devices 11 associated with it. These may include 
sensors and actuators, such as a keypad or display. 

FIG. 2 depicts a block diagran of the basic hardware components 
associated with the FPN 20. Tne node 20, as defined in the present, 
invention, has two main components: the monitor node 22 and the router 
hardware 21. The power supply 32 means provides power to both parts of the 
system. The remainder of the monitor node 22 is identical to the tag node 2 
above except that communications occur through a twisted pair transceiver 30 
and the firmware 27 is changed to be specific. Xo the particular application. 
Its specific firmware 27 is stored in on-chip memory 28 and off-chip memory 
29. Associated with the integrated circuit may be certain I/O devices 31. 

The router hardware 21 translates messages between different media 
types, in this case between the wireless transceiver of the tag and the 
twisted pair transceiver 30 of the monitor node 22. Messages leaving the 
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monitor node 22 travel along the network 37 and are received by j:he twisted 
pair transceiver 36. This transceiver converts the signal on the network 37 
to a digital signal understandable by the router hardware 35. This signal is 
then modified into a form recognizable by the wireless transceiver 34 and is^ 
then propagated to the airwaves via the antenna 33. Similarly, messages 
received from the tag are eventually placed upon the network 37 after being 
translated through the router 21. 

As an example of a location and security application, in Figure 3 an 
entranceway is fitted with FPH' s 101 having a specified range of inquir^ 
which may overlap with the range of other nodes in the system. As shown.' an 
employee passing through the entranceway. and wearing tag node 201 causes an 
interrogation conversation between the FPN and the tag regarding security 
level clearance and employee identity. If authorized, a lock for door 110 is 
actuated by the node 101 and opens to admit the employee to the specific area 
and a record is entered on the tag of the t^me and date of entry. Upon exit 
from the area, nodes 101 converse with the tag node 201. note the time of 
exit, and calculate the total time" of presence at the work sice from entrance 
data previously written on the tag. The total time is then transmitted, via 
the FPN, to an accounting node for determination of pay. 

Location of an employee within the work site is accomplished by linked 
FPN- s conversing regarding the tags within their ambit of inquiry until the 
tag in question is located. The location of the tag (and the employee) is 
transmitted via the network of inquiry tags to the requester. 

Similar types of operation are possible with respect to location of 
doctors, patients and movable medical equipment within a hospital setting; 
and location of inventory and products within a warehouse or factory setting; 
and for location of cargo transport of goods, etc. as described above. It is 
understood however that the above examples of utilization are exemplary of 
the utilization of the present invention and that changes in the system, 
inquiry and response protocols, and components of the system are possible 
without departing from the scope of the present invention as defined in the 
following claims. 
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Vhat Is claimed Is: 

1. An identificacion and location network system comprising two or 
more nodes, with at least one programmable, location marking and processing, 
movable tag node, and at least one programmable FPN for communication with ' 
the tag node, for the location, identification and monitoring of said tag 
node relative to the FPN; said nodes each comprising an Integrated circuit 
with programmable microprocessor means, a unique Identification number, 
transceiver means for receiving and sending information, memory storage 
means, and wherein each node comprises means for direct inter-node 
communication and means for decision making capability, without a central 
processor, with the tag node further comprising an integral power source and 
means for communication with an FPN or other tag node with or without 
interrogation; and said FPN' s or tag nodes comprising interface means for 
interfacing with human or object input and output. 

2. The identificacion. location and monitoring system of claim 1, 
wherein said integrated circuit comprises a^ least three independent 
microprocessors which share a conunon memory' and control circuitry but with 
separate sets of registers, wherein a first microprocessor comprises a 
communication CPU adapted to provide media access control and communication 
between the nodes and includes linkage to the transceiver means for receiving 
and transmitting information. • . 

3. The identification and location system of claim 2. wherein a second 
microprocessor comprises an application CPU, adapted to run code written for 
the particular use. as veil as the overall operating system, wherein the 
second microprocessor is provided with direct linkage to i/o means for 
initial processing based on environaental conditions, as preprogrammed, and 
for human interaction for instruction entry. 

4. The identification and location system of claim 3, wherein a third 
microprocessor, comprises a network CPU. adapted to link the applications CPU 
with the communication CPU. and wherein said third microprocessor is adapted 
to handle network variable processing, addressing, transaction processing, 
authentication, and network nanagement. 

5. The identification and location system of claim 1. wherein the tag 
nodes are programmed with security level parameters to enable the system to 
determine proper location for the tags and wearers thereof. 

6. The Identification and location system of claim 5, wherein said tag 
nodes electronically store versions of the biometric information of the 
wearers thereof. 
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7. The idencification and location system of claim 5. whorein tag nodes 
contain personal data of the wearers thereof and said cag nodes present 
random questions to the wearer, with correct response being required for 
entry to security protected sites to which the tag nodes are programmed with 
appropriate security level parameters. 

8. The identification and location system of claim '5. wherein the tag 
nodes comprise means for permitting remote changing of the security level 
parameters or deactivation thereof, via said transceiver means. 

9. The identification and location system of claim 5, wherein locations 
with security levels have motion detectors to detect entry of anyone not 
wearing a tag node. 

10. The identification and location system of claim 1, wherein the tag 
nodes are adapted to retain location information and process profiles of 
employee work habits and time spent at work or with specific work functions. 

11. The identification and location system of claim 1, wherein a tag 
node is adapted to receive a message from ariother node, which message 
contains the ID number of the sending node, whereby the receiving node 
returns an intelligently directed response only to the sending node. 

12. The identification and location system of claim 1, wherein said tag " 
nodes further comprise paging means for permitting remote bi-directional • 
paging of the wearer thereof. 

13. The identification and location system of claim 12, wherein said 
paging means comprises an alarm actuating member, which, when activated, 
causes at least one FPN. in a communication area range, to receive an alarm 
signal from a tag having such alann actuating member thereon, 

14. The identification and location system of claim 4, wherein messages 
between nodes are effected by using Acknowledged service. Request/Response. 
Unacknowledged, or other, to allow the sending node to know its message was 
received. 

15. The identification and location system of claim 4, wherein each 
node comprises memory means comprised of RAM, ROM, and EEPROM. and wherein 
the memory of said memory means is at least 64K. 

16. The identification and location system of claim 1. wherein the 
FPN* s are placed throughout an area to be monitored, with potentially 
overlapping inquiry capture zones, determined by the range of the 
transceivers, and at entry and exit locations, wherein FPN* s at the entry and 
exit locations constantly send out "seek- tag" messages, whereby, when tags 
nodes which enter the capture zone communicate with the FPN and receive and 
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store messages from the FPN and in cum store entry time and location in the 
tag node memory, whereby, as the tag leaves through an exit, an exit FPN is 
constantly sending out "seek-cag" messages, and thereby contacts the exiting 
tag With exiting time and date infomation. and wherein the tag node 
calculates the total ti=e worked, defined as the total time the tag node was 
present within the monitored area. 

17. The identification and location system of claim 1, wherein the 
capture zone distance is varied based on the power output of the transceiver 
whereby the capture zone defines the identity of the FPN for relative 
locacion of the tag node. 

18. A monitoring system comprising at least one tag node of claim 1 
wherein said tag is of specialized dimensions suitable for attachment to a 
work order in a manufacturing facility, and wherein said tag is adapted to 
monitor stages of production processes in said manufacturing facility via i/o 
means, for comparison to formulas perfected by industrial engineers to 
optimize internal and external quality, which are stored on the tag. whereby 
failure rates or large deviations indicat/a process which is out of control 
arid whereby said tag further cbmprises means to notify a supervisor of said ' 
out of control process. 

19. A monitoring system for use in a hospital comprising at least one 
tag node of claim 1. wherein said tag node is affixed to a specific patient 
and wherein the health history of the patient is stored in the memory of a 
tag for availability to an attending doctor via the i/o means thereof. 

20. A monitoring system for use in a hospital comprising at least one 
tag node of claim 1. wherein said tag node is affixed to a specific patient 
and wherein patient prescription or diet infonnation is stored in memory of 
said tag node for availability to an attending physician and wherein said tag 
node comprises means to alert personnel when dosages or meals are missed. 

21. The monitoring system of claim 20. wherein a tag node is affixed to 
an attending nurse and wherein said nurse's tag node is provided with means 
to send confirming messages to a patient's tag node as a drug or meal is 
being administered to said patient and wherein said patient's tag node, with 
lack of confirming messages, comprises means to thereupon sound a warning. 

22. A monitoring system for use in customizing operation of machinery, 
comprising at least one tag node of claim 1. and an FPN. wherein said FPN is 
attached to said machinery, and wherein said tag node identifies the wearer 
thereof to the FPN and wherein said machinery comprises means to adapt its 
operation to requirements of said wearer, preprogrammed therein, with said 
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identification information from the FPN. 

23. A monitoring system for use in inventory control . \ . 
least one tag node of claim 1 for each item of ZJZ jZT''' 
additional node, wherein the tag nodes are attache/t L ""^ 
inventory and wherein the memories of said r . individual items of 

which it is attached. ^ inventory to 

24. Hie monitoring system of claim 23 wherein ...^ 
~on includes the initial date of intr!!!::; T::::^ 
inventory to perr.it age determination of said item. 

25. The monitoring system of claim 23. wherein said ^ 

. :::;r " ^ — vo ... 

27. Th. monitoring syste. of cUl. 23. wh.r.ln «ld other node 
o^riso. preprosr^ed Inventory level p&..eter.. .herein vlth depletion of 

28. A «.nitorI„s sy.te„ for use in .onltoring transport of cargo via 
rensport ^.n., comprising at least one tag node of claim 1 attache tl said 

node containing stored information regarding the cargo, suffTcient to provide 
an electronically stored bill of lading. Provide 

29. The monitoring system of claim 28. wherein said tag nodes are 
programmed and adapted to monitor real-time fuel consumption of said 
transport means via its i/o means. 

30. The monitoring system of claim 28. wherein said tag nodes are 
programmed and adapted to monitor enviro^ental condition for said cargo via 
Its i/o means. via 

31. The monitoring system of claim 28. wherein said transport means 
Z: a -c. and wherein said tag nodes are programmed and adapted to 
monitor performance of the truck and a driver thereof via its i/o means 

32. A method for the identification and location of an object or 
person within a designated area, utilizing the network system of claim 1 
comprising the steps of: 

withi " '.TT' " """^ ''''' predetermined location points 

within said designated area, with each FPN having its own unique 
identification number, 
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b. providing said object or person with one of said tag nodes having a 
uni(|ue identification number, " — 

c. causing said M' s to send seek messages to said tag node with 

Identification thereof, by said „ni,ue identification number, with the tag 

5 node having said uni,ue identification number responding to the PPN or nodes 
closest thereto »lth an acWladgment response, and 

d. identifying the m or nodes receiving the actao.Ud^ent response 
by means of the u„l,ue identification number or nu-bers thereof; thereby 
locating the tag node and object or person having said tag node relativl to 

J the known node, 

33 The method of claim 32, .herein the person Is an e.,l„ye. and the 
designated area is a workplace for the employee. 

34. The method of claim 32. vhereln the FPN' s are located at an exit 
end an entrance of said vorkplace whereby exit and entry of the tag is noted 
^ stored in said ...ory storage means o. said tag with Inscrucclol .ro^ an 
™ In co„„„lo.tlo„ therewith. ..Id FPH^f„rther comprising clocVcalend.r 
means to relate said exit .„d .entry to a specific time, and wherein the 
stored Information of said exit and entry times Is processed by said ' 
microprocessor means to calculate the c.a.ul.ted time of said tag beln^ 
present in the workplace. 

35. The method of clai. 34. vherein said cu^ula.ed ti.e is t:ra.sn.i«ed 
to accounting .eans for payroll determination for the employee having said 
tag node. 

36. The method of clain 32. wherein che person is a doctor and the 
designated area is a hospital. 

37. The method of clain 32. wherein the person is a patient and the 
designated area is a hospital. 

38. The method of claia 32, wherein the object is a movable medical 
device and the designated area is a hospital. 

39. The method of clain 32. wherein the object is an item of inventory 
and the designated area is a warehouse containing a plurality of items of 
inventory. 

AO. The method of claim 32. wherein the object is a work order and the 
designated area is a factory used for production of items with direction from 
said work order. 

Al. Tne method of claim 32. wherein the object comprises items being 
transported by transport means and said designated area is the route for said 
transport means. 
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a pro.r^< • "^^^^"^"8 ^he stops of 

a. progranuaing a security level on said tag node 

b. progranuning a security access level on an FPN'in fi . 
adjacent an entrance of said designated area. ' 

c. causing said FPN to inquire of said 'c 

level prograauned thereon, and """^^ >^egarding the security 

d. said FPN permitting access to .--fn 

A3. A method for naintainine securlrv i„ 

r.g3, and wherein each cag Is p„vMsd with an alan, """"^ 
.Hen a..,a.d _e. a. ... „ne In a l^l::::- 

receive an alann siznal Fr-.™ ^unication area range, to 

oiia signal trom the tae. wherehv i . 

.cccpUshed .Ke wHich .eceivea ch'e dl L .^^^ °" 

::r::c:v- — "^'^ 

.a na„„. IljlrraV "V"^' 

co^lcacing With directly or °' 

FPN which in turn co.„.„„lcat.a with „ ' ™ 

maunxcates with one or more other FPN'c u 

two or .ore PTN-. triangulate a location position rela^L ' 1 " 
*or location of the ta, node and the peraon or ohje hlnVlh ! 

thereon, ^"jecu naving the tag node 



wo 97/17683 



1/3 



axrani: 



Anicnna 



WirtSiw 




Ofr-Chip Memory 



Comihunication 
CPU 

J 



Oa<hip Memory 



Network CPU 



Appijoition CPU~ 



Firmwirc ind' ' 

......irr..... 



W> Dcvku 
Keyp*<j) 

Ji- 



PCT/US95/I4376 



5. 



wo 97/1 7683 



2/3 



PCT/US95/14376 




(Tci Network) 




1 wertcd Pair 
Rower' 



I wised Pair 



0/I-Chip Memory 



C^mmuniaiiinn 
CPU 



NeiworTCFu j 



J 



Applicaton Code 

•^7 



(U*U Keypad) 



I 



wo 97/17683 



3/3 



PCT/US95/14376 



l-'ieurc 3 ■ Ca pture Zone i^n^ xtimnt'it^* 




Tag Node 



INTERNATIONAL SEARCH REPORT 



Incenuiioiul application No. 
P.CT/US93/I4376 



A. CLASSinCATION OF SUBJECT MATTER 
IPC(6) :G08B 13/14 
USCL :340/572. 823,49: 342/44 

According ,o Intcnu.ional fatcm Classifiction OPC) or to both n.^«al cl^i nca.inn and IPC 

B. FIELDS SEAJtCHED " — - 



'~;:::r r * °' - - ~ ■^.-.j^:;^ 



C. DOCUMENTS CONSIDERED TO BE R ELEVAJVT 

I ^'•""°»°f''o<=umcn..wia,indicauon. where ,ppropria«. of the relevant pa«ages 



Y 
Y 



A ^^'^^^^^ AL) 07 Aprin987. See 

" 1 otnd 26.'' ^'9- 



US, A 5,426,425 {CONRAD ET AL) 20 June 1995. See 
col. 4. lines 51-53 and col. 6, lines 20-31. 

US, A, 5, 1 51 ,684 (JOHNSEN) 29 September 1 992. See Fiq 
5 and col. 7, lines 58-65. 

US, A 4 549,264 (CARROLL ET AL) 22 October 1985 
See col. 6, lines 39-57. 



Date 
23 



Further documenu ixe liited in th e contintuUon of Box C. 

Special catcfsna of ciicd documenu: 

«rli«f documcm publiihod on or after ihe inienmionii filin, ttzu 
document which may ihrow doubu on prioricy claim( j) o; ^bA « 

OKumcnt rcferrm, ,o 4n oral dixloiure. uk. caJiibiiion «h„ 



n See patent family anne«. 



Relevant to claim No. 



1, n. 23-32, 

39, 41, 43-44 



5-10, 12-13, 
16-22, • 
33-38, 40, 
42 

5-9, 18, 40, -42 



10, 16-17, 33- 
35 



Uw tecumeai putiUMd .Atr the imoniionai mint da«e ot orioriiv 
(UM inl net » cannkt wiih dM application but cital » u^dcnSSdS2 
pnaopleordi«(yu«tetrin«i)ii inveBiion 

fSSlS^ilJinif"" "^"«: »e "»i«i«d invention eannoi be 
comde«^ novel or eanoot be caniidcred lo involve an inventive i.» 
wlien 8W docutneei u taken atone 

S^1SJ^°L^^^^^' fclcrancc: ihc cUimed iiivcniion cinnoc be 
coftwSrred to involve in mvenUvc «cp when the documeni « 
combined wiot one or mort other «ich dSumcna. lich combrtion 
bcinj obviouj to i person Ujllcd in the in ni"'«*»an 



or (he actual completion of the international search 
FEBRUARY 1996 



dccuxRcu member of the umc patent family 



Name and mailing address of ihc ISA/US 
D "^2J!ii**'"^''°^ Trademarks 
Washington. D.C. 20231 

Facsimile No. (703) 305-3230 

Form PCT/lSAy2iO (second shcci){JuIy 1992)* 



Date of mailing of the international search repon 

14 MA R 1996 

Authorized officer 

THOMAS i. MULLEN. JR. 
Telephone No. (703) 305-43£ 



Intcnuiional appliution No. 
PCT/US95/14376 



INTERNATIONAL SEARCH REPORT 
C (Condnuauon). D EMENTS CONSIDERED TO bT T^T^UIZ^ 

— ■ — 

■ P^i'Scs Relevant to claim No. 
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Form PCT/BMIO (commo.to ofacond ,,92,, 



